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M365 Security Health
Check Assessment

Know where your business stands against security threats with a M365 Security Health Check
Assessment from ConRes. Malicious actors frequently target M365, taking advantage of

vulnerabilities to infiltrate tenants by focusing on:

@ Insecure or outdated
authentication methods

Security controls that are not
configured properly

Q

Accounts with high levels of privilege

Q

Accounts with simple passwords
or those that lack multifactor
authentication

Q

Microsoft Secure Score

T e e s gt Hary bbpir B prut

Phicreset Saoane SO0 I 5 SRR LIOR o VIR 30N Imaikn T SOUNTy (BSATAN Bad O ORIty 12 i pa

AP

A [ren B

s 7 v

] Izs

o b -
oy = |0

, -

i [y ——y -

T oo g st o
e pE TN b ey s oy gy
oty Wi Traln iomyaft brs b5 i Prmcsion g i o245

O tpadian  goeny

ek Blirws ol frwm 0 ki Brormcin o ved =7 A5% tnasemn
[ LA
Eaurt yma Do wrsdas s ibainy o ey, oo lieg ™ HRTPETL

Temar ¥ irwed drming’ of rabemoda = b acullabin -1 7 O tapdden by

oo achcin vl Py provicen) srmrmmicied byl Y 0 gy iy

What is a M365 Security Health Check Assessment?

A zero-cost service that evaluates your M365 security posture and identifies potential risks and
vulnerabilities, followed by a 60-minute consultation with a Microsoft expert who will walk you
through the findings and answer your questions. Our goal is to help you maximize the benefits of
Microsoft 365’s security capabilities while mitigating potential risks.
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Strengthen your organization's security posture with a
ConRes Microsoft Security Assessment

Relying on the cloud is the safest way to do business, but you still need to be smart. ConRes can help
you establish processes for cyber-risk reduction in the cloud with a Microsoft Security Assessment.
Available at no additional cost’, this assessment will provide your organization with a high-level look at
your security posture by:

+ Evaluating potential vulnerabilities + Reviewing policies and controls to reduce risk
+ Identifying unmanaged devices « Identifying and reviewing remediation

+ Analyzing current software deployment and usage recommendations
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Collect & Analyze Plan Action
Gather information on Identify business goals Build the plan to implement
current environment and and objectives policies and controls to
security practices reduce risk wth Microsoft 365
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*Available at no additional cost to eligible customers who meet Microsoft program requirements

Our deliverables:

+ Executive summary report showcasing our findings

+ A high-level snapshot of the existing M365 tenant
security configuration

« Overview of Microsoft best practices for
M365 Security

+ Recommendations for future M365 hardening

|deal for organizations:

+ Deployment of M365/0365 E3, E5 and
M365 Business licenses

+ Securing their M365 environment

+ Concerned about regulatory or security compliance

To schedule your assessment, contact ConRes at solutions@conres.com.
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